Terms and Conditions for Usage of VulnScanAl

These Terms and Conditions ("Agreement") govern your access to and use of

VulnScanAl, a vulnerability scanning and assessment platform provided by iSec

Services Pvt Ltd ("iSec"). By accessing or using VulnScanAl, you agree to be bound by

these terms.

2. User Responsibilities

Authorization Requirement:

You must have explicit, documented authorization to scan any URL, domain, or
IP address using VulnScanAl. Scanning systems, networks, or applications
without proper authorization is strictly prohibited and may be unlawful12.

Proof of Authorization:

Upon request, you must provide evidence of your right to scan the specified
targets. This may include written approval from the system owner or other legal
documentation.

Compliance with Laws:

You agree to comply with all applicable local, national, and international laws
and regulations regarding vulnerability scanning, data privacy, and
cybersecurity912.

Acceptable Use:
You must not use VulnScanAl for any unlawful, malicious, or unauthorized
activity, including but not limited to:

o Scanning third-party systems without consent
o Attempting to gain unauthorized access to systems
o Disrupting or interfering with services or networks9

Responsibility for Actions:
You are solely responsible for all actions performed using your account and for
any consequences arising from unauthorized or illegal scanning activities.

3. Account Management

User Accounts:
You are responsible for maintaining the confidentiality of your login credentials
and for all activities that occur under your account6.

Role Assignment:
User roles and permissions may be assigned by administrators to control access
and usage within VulnScanAl6.
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4. Service Usage

e Permitted Use:
VulnScanAl is provided solely for lawful vulnerability assessment and security
testing of systems you own or are explicitly authorized to test.

e Prohibited Use:
Any use of VulnScanAl that violates these terms, applicable laws, or the rights of
third parties is strictly forbidden and may result in suspension or termination of
access912.

5. Limitation of Liability

iSec Services Pvt Ltd disclaims all liability for any unauthorized or unlawful use of
VulnScanAl by users. Users are solely responsible for ensuring they have adequate
authorization to scan the specified targets. iSec will not be held responsible for any
damages, legal claims, or penalties arising from misuse of the service.

6. Changes and Updates

iSec reserves the right to modify these Terms and Conditions at any time. Continued
use of VulnScanAl after changes constitutes acceptance of the updated terms.

7. Contact Information

For any questions regarding these Terms and Conditions or to report unauthorized use,
please contact iSec Services Pvt Ltd through the official website.

Note:

The golden rule of ethical hacking is to never scan or attack a system you do not have
explicit permission to test. Unauthorized scanning can be considered a cybercrime in
many jurisdictions12.

This template should be reviewed and customized further by legal counsel to ensure
compliance with all relevant laws and best practices.
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